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HOW DO YOU USE THE INTERNET?

<y W 2 M 2

Email Movies School Work Shopping

e [+ Se2 \

Social Video Support Video
Media Games Groups Calls



WHY DO WE USE THE INTERNET?

¥ Connection
X Entertainment

X Learning
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THE INTERNET HAS RISKS




Scams

How do you
know it’s a scam?

- Email scams
- Fake profiles
- Pop-up ads
- Bots

1YPES OF RISK

False Information
Who do you trust?

How can you find
out if something is
true?

- Fact checking
websites

- Reading
multiple news
stories

- Parody sites

Harassment

What are your
boundaries?

How do you report,
block, or unfollow?

You don’t owe someone
an explanation for your
existence or opinions.

Don’t feed trolls.
Take a break.



1YPES OF RISK

Extremism Exploitation

What are your values? The internet is public.

Some groups target Tips for dating and meeting
people who are lonely or  friends online:

feel discarded by society. _ Verify the person’s identity

People with disabilities _
can also be racist, sexist,
ableist, and
homophobic.

Don’t share too much
personal information

- Meet up in public with a
friend or family member

- Be wary of people asking
for money and nudes
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Y(AMS

A scam is when someone lies to you or tricks
you in order to get money or information.
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LOMMON SCAMS INCLUDE:

x Emails asking for money or private information

x Selling something cheap, but claiming that it’s expensive
x Selling something, but never sending it

x Pop up ads, that give your computer a virus

x Fake social media profiles

x Messages from strangers asking you to click a link

.
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HOW T0 570 SCAMS

x Do not click on links or reply
x Report them
x Get help from a trusted adult

x Delete the scam message

x If you buy things online,
make sure it’s a real business.

x Don’t send money to people
you don’t know online. If you
want to help someone in
need, talk about it with a
trusted adult to make sure it’s
not fake.




Why is this a scam? Find the clues.

reply favorite hide flag Posted a day ago print

$435 / 1br - Friendly roommate inquiry - Live here with friendly professional femal

WS
(e Ry

© craigslist - Map data © Openstreet‘Map
1BR/1Ba

cats are OK - purrr

dogs are OK - wooof

) apartment
I'm Erika very sober hard working business wo.man. I’m super easy going, looking for a 420 friendly W/dlnjunit
roommate who is fun and chill. Like to }(eep the place clean and organized. Any age or gem.ier is attached garage
welcome. It's a pet friendly house. Previous roommate had to move out of state so just lookin for

someone to room with. Low monthly cost !

*You can see all pictures of this place and feel free to contact me just go to= > https://www.myroomie69.site



Why is this a scam? Find the clues.

‘ reply ) favorite hide flag Postad a day ago Rrint

lbr-Fri

endly roommate inquiry - Live here with friendly professional femal E’

© crai i - Map data © Op A‘,.
1BR/1Ba
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£ } apartment

w/d in unit

I'm Erika very sober hard working business wo.man. I’'m super easy going, looking for a 420 friendly
roommate who is fun and chill. Like to keep the place clean and organized. Any age or gender is attached garage
welcome. It's a pet friendly house. Previous roommate had to move out of state so just lookin for

someone to room with. Low monthly cost !

~*You can see all pictures of this place and feel free to contact me just go to= > https://www.myroomie69.site Izl
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Why is this a scam? Find the clues.

Mon 3/25/2019 10:19 AM
Stripe <Stripe1111@patrica.hostpilot.com>

Stripe : deposit will not be made to your bank account
To

Hello User

We're sorry to report that your stripe account will not be allowed to receive payout
due to unforeseen circumstances with your bank account. Login to your account
and follow the instruction given to you as we register a ticket for your account in-

order to fix this problem. Follow the link below:

https://dashboard.stripe.com/ paymenis/login  1A4sZxLxwVFyB

We'll be here to help you with any step along the way. You can find answers to
most questions and get in touch with us at support_stripe.com
Yours,

The Stripe Team



Why is this a scam? Find the clues.

Mon 3/25/2019 10:19 AM
Stripe <Stripe1111@patrica.hostpilot.com> )
Stripe : deposit will not be made to your bank account n

E

Hello User

To

We're sorry to report that your stripe account will not be allowed to receive payout
due to unforeseen circumstances with your bank account. Login to your account
and follow the instruction given to you as we register a ticket for your account in-
order to fix this problem. Follow the link below:

https://dashboard.stripe.com/ payments/login  1A4sZxLxw\VFyB

We'll be here to help you with any step along the way. You can find answers to
most questions and get in touch with us at support_stripe.com
Yours,

The Stripe Team



Why is this a scam? Find the clues.

4 Reply | <® ReplyAll ~ | = Forward | More~
From NetFflix <notification+zj462tocfyjc@pausemassagethe... .7
Subject Payment declined

To

NETFLIX

Payment declined
Hi,

We attempted to authorize the Amex card you have
on file but were unable to do so. We will
automatically attempt to charge your card again
within 24-48 hours.

Update the expiry date and CVV (card verification
value) for your Amex card as soon as possible so
you can continue using it with your account.

UPDATE PAYMENT

We're here to help if you need it. Visit the Help
Centre for more info or contact us.

— Your friends at Netflix



Why is this a scam? Find the clues.

4 Reply | <® ReplyAll ~ | = Forward | More~
From Netflix <notification+zj462tocfyjc@pausemassagethe... 17

Subject Payment declined
1

To

NETFLIX

Payment declined

Hi,

-

We attempted to authorize the Amex card you have
on file but were unable to do so. We will
automatically attempt to charge your card again
within 24-48 hours.

Update the expiry date and CVV (card verification
value) for your Amex card as soon as possible so
you can continue using it with your account.

UPDATE PAYMENT _

We're here to help if you need it. Visit the Help
Centre for more info or contact us.

— Your friends at Netflix



LOMMON JOB 3CAMS

Get Rich Pyramid Pay to Get Scam Emails
Quick! Scheme or Hired
Multi-Level
Marketing



J0B SCAM WARNING SIGNS

PromisingaJob  Bad Contact Info Secret Jobs



Why is this a scam? Find the clues.

Hey I'm Jason Taylor

| didn't graduate from college am I'm not a mathematician.
1 just found a way to make millions of dollars on the Binary

options markets, and | wanted to help my parents and my
family earn millions too!

WHY THE BRIT METHOD?

It's so easy to use, anybody with no experience can start
making money within the next half an hour! Now is the time!

Jeson

22

click for full image



Why is this a scam? Find the clues.

Hey I'm Jason Taylor

| didn't graduate from college am I'm not a mathematician.

| just found a way to make millions of dollars on the Binary
options markets, and | wanted to help my parents and my
family earn millions too!

WHY THE BRIT METHOD?

It's so easy to use, anybody with no experience can start
making money within the next half an hour! Now is the time!
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Why is this a scam? Find the clues.

Hew!I'm Jake Mason

| didn't graduate fr

I'm Jake Pertu

1 didn't graduate tician.

1 just found a way to make millions of dollars on the Binary
options markets, and | wanted to help my parents and my

famil f
< WHY THE AUSSIE METHOD? >

It's so easy to use, anybody with no experience can start
making money within the next half an hour! Now is the time!

1 just found a way to make millions of dollars on the Binary
options markets, and | wanted to help my parents and my

fami i
< WHY THE CANUCK METHOD? >

It's so easy to use, anybody with no experience can start
making money within the next half an hour! Now is the time!

J A,éf/ i @

click for full image

chck for full smage
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AVOID A J0B SCAM: DO YOUR RESEARCH



LS THIS ANTMAL REAL OR FAKE!



FALSE INFORMATION

Sometimes people lie on the internet.
Sometimes it's something cute or funny like a prank.

Sometimes the information might be dangerous or confusing.



HOW TO SP

T FAKE NEWS

&
=h
CONSIDER THE SOURCE

Click away from the story to investigate
the site, its mission and its contact info.

A P

CHECK THE AUTHOR

Do a quick search on the author. Are
they credible? Are they real?

CHECK THE DATE

Reposting old news stories doesn’t
mean they’re relevant to current events.

g

CHECK YOUR BIASES

Consider if your own beliefs could
affect your judgement.

READ BEYOND

Headlines can be outrageous in an effort
to get clicks. What’s the whole story?

SUPPORTING SOURCES?

Click on those links. Determine if the
info given actually supports the story.

ISIT A JOKE?

If it is too outlandish, it might be satire.
Research the site and author to be sure.

s

ASK THE EXPERTS

Ask a librarian, or consult a
fact-checking site.

[1IFILIA] |

International Federation of Library Associations and Institutions



PARODY AND SATIRE

These fake news articles are
meant to be funny or to make
an argument.

@the °NI°N America's Finest News Source. /’) @ Shop @ Subscribe o

HOME LATEST POLITICS SPORTS LOCAL ENTERTAINMENT QEIR(JJIFIE OPINION OGN

THE TOPICAL

U.S. Requires Hurricanes To Quarantine
For 2 Weeks Before Traveling To Other
States Along Coastline

Today 8:49AM « SEE MORE: ONION PUBLIC RADIO
y 8:49AM -« S ON PUBLIC RADI olv ol

Recent Video

The
Topical

The NOAA is ordering all tropical cyclones to storm in place for a minimum of 14
days before moving on to destroy other parts of the country.

5 Common Workout Mistakes



HOW 70 $TOP BELTEVING FAKE NEWS

Read multiple, trusted news sites, not just social media.

Here are some sites where you can check to see if something is real:
https://www.snopes.com/ https://www.factcheck.org/

gwpes

FACTCHECK.ORG

A PROJECT OF THE ANNENBERG PUBLIC POLICY CENTER


https://www.snopes.com/
https://www.factcheck.org/

Fact or Fake?

@NEWS VIDEO LIVE SHOWS 2020 ELECTIONS CORONAVIRUS B jo)

Simone Biles goes Instagram official
with her relationship with NFL player

She shared a photo revealing she is in a new relationship.

By Danielle Long via GMA
August 3,2020,9:31 AM ¢ 3 min read

Celebrating Simone Biles on her 23rd birthday

i< /n honor of Simone Biles' 23rd birthday, we compiled some of our favorite moments from the
avmnast



Fact or Fake?
WEORLDTRUTH.TV

HOME  ARCHIVES v CATEGORIES v ABOUTUS  ADVERTISE DMCA  LEGAL DISCLAIMER  SITEMAPS Q

Did The Smithsonian Cover Up An Ancient Egyptian
Colony In The Grand Canyon?

VAN - k.

Enter Your Email here.. m

Translator

Select Language B
Did the Smithsonian Institute cover up the mind-boggling discovery of an ancient

Egyptian Colony in the Grand Canyon? According to a news article from 1909, the
answer is YES.

Is it possible that the ient Egyptian civilization developed technology to travel E‘ Like us on

across the planet? I'm not p hips, but trar yages made

facebook

possible with their grandiose vessels?



Fact or Fake?

= venu  The SeattleTimes Nation & World LogIn | Subscribe £ Search

CORONAVIRUS LOCAL BIZ SPORTS ENTERTAINMENT LIFE HOMES OPINION | JOBS AUTOS EXPLORE WV AllSections

Nation World Nation & World Politics ~ Oddities

Environment | Nation | Nation & World

Vehicle malfunction sparked Southern California
wildfire

Aug. 3, 2020 at 1:52 am | Updated Aug. 3, 2020 at 3:49 pm .f

(]
4

0 10f15 | A brush fire burns at the Apple Fire in Banning, Calif, Saturday, Aug. 1, 2020. (AP Photo/Ringo H.W. Chiu)



Fact or Fake?

= E3Youlube r = [+ e SIGN IN
Up next autoriay @
CORONAVIRUS / o et ot e
AUSED BY ' B

The Threat of 56
19

Heart Is Not a Pump: this
Causes Cardiovascular Disease
Coronavirus disease (COVID-19) ho
Get the latest information from the COC about COVID-19.
- 10 things you didn't know about
orgasm | Mary Roach

0 ©

Coronavirus Caused By 5G?

iy sk B se0 A SHARE - SAVE 5G Is A Weapon - The Hidden
Military Use of 5G Technology
<
Q Dayrve.nts For )t{faflhcare Rights o foe
Doctors call for delaying

Dr. Thomas Cowan, M.D. hypothesizes that Coronavirus may be history

deployment of 5G Due 1o Healt..
and caused by 5G. Shot a Health And Human Rights o

repeating it

Summilt in Tucson, Arizona on March 12, 0. Camera, sound and editing o, ended for y

by Joshua Coleman

Coronavirus Is Our Future |
Alanna Shaikh | TEDxSMU

his topéc here.

Dr. Cowan writes more abou



Fact or Fake?

Viruses cannot travel on radio FACT:
waves/mobile networks. 5G mobile networks
COVID-19 is spreading in many countries DO NOT spread COVID-19
that do not have 5G mobile networks.
COVID-19 is spread through respiratory
droplets when an infected person
coughs, sneezes or speaks.

People can also be infected by touching '@ —2 * Q%

a contaminated surface and then
their eyes, mouth or nose.

__-?\' Eﬁgﬁl‘iggggn #Coronavirus #COVID19 8 April 2020




Fact or Fake?

usav ) peats Yy Reviews () cart(o)

S w a d e S iG> SDhEc:ABly?TMENT N All ¥  Search entire store here... Q
I B Spotight
India’s Giant Technicolor Squirrels
By priyanshupandey299@gmail.com - July 22,2019 @18 wmo

n

Recent Posts

Maghar

Pilkhuwa

Delhi: A Potpourri of Different Cultures

The Land of Thousand Temples: Kanchipuram

Ram Janmabhoomi

Categories

Architecture of India
Best-Deals-2
Big-5

Display-1




Fact or Fake?

NATIONAL 9 l
GEOGRAPHIC Q  MENU ¥

The Indian giant squirrel (pictured, an animal in Karnataka, India), can reach lengths of 18 inches.

PH BY AXEL MILLE, MINDEN PI
ILLE

ANIMALS WEIRD & WILD



@ HARASSMENT

>{ Harassment is when someone does something hurtful to
you because of who you are.

>{ Harassment is like bullying.

>{ Harassment is usually lots of hurtful actions over a long
time, but sometimes it is also one event.



@ HOW 10 STOP HARASSMENT

X Don’t respond

X Use your safety tools: unfriend, block, report
X Take a break

2 Talk to someone who cares about you



=0 [TREMISM

x Extremism is when someone has religious or pollical beliefs that are
extremely different from most people AND those beliefs are hurtful or
hateful to a group of people.

x Extremists often blame all of their problems on a different group of
people. Some common people to blame include women, Jewish people,
Black people, immigrants, Mexican people, Muslim people, LGBTQ people,
or other minorities.

x All of these groups of people are already treated unfairly by society. They
certainly are not to blame for your problems or the problems of the whole
county. Any person from any background can do good things and bad
things. Race, religion, or culture do not automatically make someone a
good person or a bad person.




STGNS OF AN EXTREMISM CROUS

x You can't ask questions, learn about different ideas, or have a different
opinion.

x You are isolated from your friends or family.

x You cannot leave the group. If you do, no one still in the group will talk to
you.

x There is secret knowledge or one right way to do things that only group
members know.

x You have to believe and follow everything the leaders say.
x A different group of people is evil, bad, or your enemy.
x You feel like you can never be good enough.



AVOIDING EITREMISTS

x Isolation

x Disability and ableism

x Kindness
x Power



d WHO DOES HATE HURT?

x Who sees what you post online?

x Would you say the same thing to that person face to face?
x How would you feel if someone said something similar to you?

x What would your friends, family, loved ones think about the things you

read or post online?
x What would happen if your boss saw your post? Would you lose your job?

x How do you feel after being online? Do you feel angry, tense,

overwhelmed, or sad?



<2 [IPLOTTATION

x Exploitation is when someone is controlling you.

x Exploitation is when someone uses you unfairly and selfishly.

x Someone who is exploiting you might lie to you or take away your choices.
x They might take credit for your work or take your money.

x Exploitation could also be a threat. One common threat is "I will tell your
secrets unless you do what I want."



HOW T0 STOP EXPLOTTATION

x Don’t give your private information to people you don’t know on the
internet.

x Don’t send sexual pictures to people, if you aren’t okay with everyone
seeing them.

x Learn how to use safety tools and avoid scams.

x Get help from a trusted adult.



ONLINE DATING + FRIENDS
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ONLINE VS. IN PERSON

Same: Different:

XK Risk X Easier to lie

X Rejection ¢ Anonymity

)( Common interests )( Niche interests
H Time X Time delay

A Trust X Easier to leave
> Respect X Toxic norms

X Boundaries



MEETING ONLINE FRIENDS

x make sure that other person is real
O reverse image search their pictures

O video chat before meeting in person
x don’t share too much personal information
x if you meet up, do so in public, with a friend or family member

x share your boundaries for meeting up and ask the other person

about theirs

x trust your feelings, if something feels bad, don't meet in person



ONLINE DATING

¢ Have you ever tried online dating?
o 1/3 of adults have used a dating site
O 12% married or in committed relationships
from online dating

¢ What apps?

> Age of Consent
X safety Tools

€ Communication



Now we’re going to talk about somethings
that might make people a little uncomfortable.






[T 15 NORMAL TO FEEL. .

curious
grossed out
nervous

excited



PORNOGRAPHY

Sometimes people use the
Internet to look at sexual
pictures and watch sexual
videos.

Sexual pictures and videos are
called pornography, or porn
for short.




[TI§ NORMALTO. .

watch porn
not to watch porn

only look at some types of porn, but not others



Pornography is for adults.

1. Everyone in porn videos and pictures has to
be older than 18

2.. People have to be older than 18 to watch
pornography

3. Itis never ok to show pornography to
someone who is younger than 18

/. It is against the law to watch or look at
pornography that has people who are
younger than 18 in it.




WATCHING OR LOOKING AT
PORNOGRAPHY 15 A VERY PRIVATE
ACTIVITY.







THINGS T0 KNOW ABOUT PORNOGRAPHY

X There are lots of types of
sexual media.

X Pornisa fantasy.

X It is not educational.




PORN IS PRETEND, LTKE A MOVIE, S0 SEXIN
REAL LLFE AND IN PORN CAN BE VERY
DIFFERENT.

x Body types
x Types of sex

x Unrealistic situations (ex. sex with a handyman
or nurse)

x Lack of communication and verbal consent

x Lack of safer sex methods, like condoms and
discussing ST1Is, preferences

x Sexist, racist, transphobic, ableist themes




QUESTIONS ABOUT PORN

>¢ How do I feel about pornography and other sexual media?
>¢ How does my family or community feel about it?

2¢ Who makes porn? How do you feel about them?

Q¥

?
P
9?9'

2

>¢ What do I like or dislike about porn?



Which place would be safe to watch
pornography?

A bedroom with the door closed The inside of a car



Which place would be safe to watch
pornography?

School bathroom

Bathroom at home
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MORE QUESTIONS!
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Contact Us:

206-829-7010
wjones@
arcofkingcounty.org




